2011 International Year of Solutions

Target – EastLink/Breeze Toll Road

Suggestion - Customer Service Improvement Ideas
Those of you who’ve been following my idea of treating 2011 as the International Year of Solutions will know that the core basis of a focus on solutions is that no one has a right to complain without also offering a potential solution or two, AND that people are encouraged to complain more than they ever have before.  With that in mind and as promised to all of the readers previously towards the end of last year, here’s my thoughts about EastLink’s approach to Customer Service, my recent experience, how parts of their methods compare and what they can do about it to improve.

The Problem

On the 25th of November 2010 I received a none too veiled threat email that I would be fined for failing to top up my toll road account.  In that email my name was not used, I was asked to click onto a ‘link’ to make a payment and it was subsequently alleged that I had ignored a previously sent letter to my home warning me of a low balance.

Not only was the email impersonal, it had all of the hall marks of the well known ‘phishing’ scams used by criminals trying to steal people’s credit card and banking details.  The VERY poor nature of the email was compounded by the fact that I had NEVER received a letter from EastLink which made me suspect the initial email.  Additionally none of the information one would expect to see from a legitimate business contacting me (account name, personal name, account identification number) was provided in the email.

Here’s the copy of their initial email

	Dear Customer,

Your Breeze pre-paid account is very low and needs to be topped up immediately 

to avoid account suspension.

For the amount you need to pay, please contact us, or logon to your account at 

http://www.breeze.com.au.

If your account is suspended and you travel on any toll road, a Toll Invoice 

will be sent to you.

A Toll Invoice has additional fees and must be paid separately to your account.

Payments can be made at http://www.breeze.com.au, or

- Phone 13 LINK (13 54 65),

     - BPay Biller Code 727214 - refer to your last statement for your reference 

number,

     - In person at Australia Post or at EastLink Operations Centre, 2 Hillcrest 

Avenue Ringwood 3134.

Thank you, Breeze Customer Service



That is the entire email – NO personal identification, an anonymous ‘customer service’ sign-off and a link.  To show you how it compares to a ‘Phishing’ scam here’s a copy of one of the many Spam emails that hit my inbox from time to time, the first from someone purporting to be from the Australian Taxation Office asking me to click on a link and download some documents

	Progress report- income tax returns since 1 July 2010

Find out about the progress of income tax returns by downloading attachments.



You can see the immediate similarities – a completely anonymous email containing no details that might prove that the sender knows who you are and has a legitimate reason to be contacting you. Of course I avoided ‘downloading’ the documents! Here’s another one, this time from someone pretending to be Paypal uses a more elaborate image version but with an active email link telling me that (just like the ‘Dear Customer’ email above) there was a problem with my account:
	[image: image1.jpg]PayPal
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Information Regarding Your account:
Dear PayPal Member:

Attention! Your PayPal account has been limited!

As part of our security measures, we regularly screen activity in
the PayPal system We recently contacted you after noficing an
issue on your account. We requested information from you for the
following reason:

Our system detected umisual charges to a credit card linked to
‘your PayPal account

Reference Number: PP-259-187-991

‘This i the Last reminder to log in to PayPal as soon as possible
Once you log in, you wil be provided with steps to restore your
account access.

Once you log in, you wil be provided with steps to restore your
account access. We appreciate your understanding as we work
to ensure account safety.

Click here to activate vour account

We thank you for your prompt attention to this matter. Please
understand that this is a security measure intended to help protect
you and your account. We apologise for any inconvenience.

Sincerely,
PayPal Account Review Department

Copyright © 1999-2008 PayPal. All rights reserved. PayPal Ltd.
PayPal FSA Register Number: 226056,

‘PayPal Email ID PP059






Once again, NO personal information or data that might suggest this is a legitimate email and some anonymous ‘department’ sign-off.  There’s plenty of other examples I can add in and I’m sure you get the picture and have probably received many of your own.  What I initially received is an anonymous email from someone saying they are from EastLink telling me that I have a problem with my account and therefore need to click on a link to pay some money when they do not (according to the email) even know or can be bothered to know who I am.

At this stage either the email is a scam aimed at ripping me off or it smacks of extremely impersonal and appalling customer service.

Initial Actions aimed at a Solution

As I was interstate at the time I responded to the email asking the sender of the email to verify that they were infact from EastLink by asking them to provide me with proof that they were who they said they were.  I asked them to provide me with the account number detail which would then allow me to go online at a remote computer (not one I own) and top up my account.
EastLink refused to provide me with any details, instead asking me to prove who I was!  So now we have a company happy to use my email address to tell me to pay them money but refusing to believe the email response I sent them was legitimate.  There’s something seriously wrong with the Customer Service process inside EastLink
Here’s my email to them and their response:

To: Enquiry Breeze
Subject: Re: Breeze Account Suspension Warning
 

Hi - just received this message (below) which provides almost NO value whatsoever - What exactly is my current balance?  What is my account number?  These two simple and yet VITAL pieces of information would make it far easier for me to readily login to the website and top up whatever the current amount is.
 
Instead, your email is threatening without it needing to be and lacks any official identification like my NAME.  'Dear Customer' is the type of thing that Nigerian SPAM merchants use as part of their scams taking people to bogus websites to collect personal account and banking information.  If the email is a legitimate email, surely you would know who I am?  If you can kindly provide the basic information that would be both useful and appreciated.  It will of course make an interesting tweet of how not to do business and how not to do 'customer care'.  Then again I hope it's all a simple error
Marcus Barber
EastLink’s response (minus the name of the employee):

Dear Marcus,
 
Thank you for your email regarding the suspension warning which you have received.
 
We can confirm this email has been sent in follow up to a request for payment which has been issued to you previously. These notices are also accompanied by a letter which will arrive to the address we have for the account in a day or two. This is a generic email which has been sent to you, and has been worded as such. Your email address has been included on a list as a result of our records indicating your account balance is very low.
 
This email has been sent as a result of feedback we have received from customers who wanted to receive an email notification as well as the letter advising their account was low and may be suspended. This is to provide you with earlier notification of a pending suspension to allow you additional time to top up your account.
 
You may notice the suspension warning email has originated from the same email address as your last Breeze account statement and top up request. Our biller code as quoted in the below email is the same as quoted in the Low Balance Threshold email you may have received. The reference number for the payment will be your Breeze account number.
 
We have also provided other methods for payment to your account such as at Australia Post and our Head Office in Ringwood if you are not comfortable providing your credit card details via our website.
 
If you wish for us to provide you with specific information regarding your Breeze account, please either respond to this email with four of the following identity points or call our Contact Centre on 13LINK (13 54 65):
 
         Your Breeze account number
         The postal address registered to your Breeze account
         The contact phone number registered to your Breeze account
         A licence plate number for a vehicle on your Breeze account
         The Personal Identification Number registered to your Breeze account
 
Once we have received this information and can confirm you as our account holder or contact, we can assist you and discuss your concerns freely.  We take our customer’s privacy seriously and hope that you understand the reason behind this request.
 
If you have any further enquiries please contact our 24 hour Customer Service Centre on 13LINK (13 54 65).
 
Kind regards
 
R*******
 
Customer Administration Services
I’m now more confident that the initial anonymous email was probably from EastLink however the content of this response to my own query raised even more concerns about EastLink’s appalling approach to customer service.  It should be noted that I do not blame the sender of the email – I’m sure they are simply following the process forced upon them by someone in charge.
You’ll see in this second email just how impersonal and disconnected the process is for dealing with their customers.  The claim that the email was sent as a follow up to a request for payment which had been issued to me previously.  This claim was at the time a complete fabrication and I was not impressed at all by the implication that they had made a request for payment to me and that I had ignored it. 

However as it turns out, EastLink HAD sent me a letter which when I flew home from interstate the following day was in my letterbox.  Here’s the thing.  The letter was dated the day BEFORE the email was sent.  In other words even BEFORE that letter had made it into my postbox, EastLink were already sending me an email with a veiled threat of suspension.  So what we have is a case of EastLink sending threatening emails to their customers not only before they have received any notification via other means but also well before any reasonable time for action to be taken by customers.  This makes a lie of their claim in the third paragraph that:
This email has been sent as a result of feedback we have received from customers who wanted to receive an email notification as well as the letter advising their account was low and may be suspended. This is to provide you with earlier notification of a pending suspension to allow you additional time to top up your account
In the first paragraph I am also told that ‘This is a generic email which has been sent to you, and has been worded as such ’.  I doubt that EastLink could have admitted their disregard for their customers any better had they tried.
My initial request for proof of who they were seems to have struck a chord as a good idea for they ask me for proof that I am who I say I am by asking for the EXACT information I asked for in order to action their initial top up request – though they ask for FOUR pieces of identification.  Two of them (my name and my account number) would have been enough for me to have taken action right from the word go and to have felt confident their initial threatening email was legitimate, rather than it being a potential phishing expedition. 

Finally for this round, we discover that EastLink have no clues about online security concerns and email scams because they suggest that because the ‘From’ address was EastLink, that should count as proof they are who they say they are - You may notice the suspension warning email has originated from the same email address as your last Breeze account statement and top up request

EastLink have a huge problem if they really think that a ‘from’ email address counts as a legitimate marker for emails.  I have apparently received emails from Chase Manhattan Bank, the US Department of Immigration; Westpac, National Australia, ANZ and Commonwealth banks. I proved my point with my email response replacing my ‘From:’ email address name with the same address name that had been sent to me:
From: Enquiry@breeze.com.au [mailto:desiredfutures@netscape.net] 
Sent: Thursday, 25 November 2010 6:06 PM
To: Enquiry Breeze
Subject: Re: Breeze Account Suspension Warning
 

Dear R***** - at NO TIME have I been sent ANY information regarding my account.  I have received NO LETTER advising me of a low account level and you would notice from previous occasions that when I was notified, the account was topped up immediately.

I have no issue with you sending me notices to indicate the account was low and to give me a chance to top up the account.  What I object to strongly was your impersonal and threatening format which is EXACTLY the same model used by phishing scammers posing as legitimate institutions but instead rip people off.  To say that this is a 'generic' email merely highlights how impersonal and NON customer focus Breeze is when it comes to assisting clients who provide them with an income.

To suggest that I might have noticed that the email originated from the same account shows a fundamental (and quite frightening) lack of understanding of the simplicity through which it is possible to display a 'from email' address that looks original in order to dupe the unsuspecting.  If you take a look at where my reply has come from you'll see it purports to come from YOUR email address.

Nor have you provided me with the simplest form of identification to enable me to PAY YOU.  What SHOULD appear any any official email from you to any account holders is
a)  Their name
b)  Their account number

From which they can log into your system with their password.  As I am consistently interstate on travel (as I am now) using alternative laptops or computers for work, I don't have access to my account number though I DO know my password.  So if it wasn't too much trouble I'd REALLY appreciate you provided just that small snippet of information so that I can do what I'm wanting to do which is to PAY YOU some money.

Hoping ever so much that you can assist me to be able to make a payment to you

Marcus
You might not a rising level of annoyance on my part.  I wanted to get this resolved, not be given the run around as was happening.  Rather than assist, Breeze/ EastLink went back to the idea of asking me to provide them with personal information to confirm I was who I say I am despite them using the email address they had on their records (and despite having confirming its legitimacy as a point of contact): We can confirn we require some information from you if you wish for specific information to be provided to you regarding your Breeze account. Please respond confirming your identity with providing at least 4 of the following information points to progress your concern and protect your privacy:
 
· Your Breeze account number
· The postal address registered to your Breeze account
· The contact phone number registered to your Breeze account
· A licence plate number for a vehicle on your Breeze account
· The Personal Identification Number registered to your Breeze account
 
Once we have received this information and can confirm you as our account holder or contact, we can assist you and discuss your concerns freely.  We take our customer’s privacy seriously and hope that you understand the reason behind this request…
And herein is the rub – EastLink want me to pay them some money.  I wanted to pay them some money.  But EastLink do nothing to indicate that their email is legitimate because they use the EXACT same process as online thieves around the world use and because they refuse to provide basic information (like an account number) to verify their email legitimacy, they make it harder for their customers to do business with them.  Given that I use another Toll Road operator as much as I use the EastLink roads, that seems an interesting approach to make!

Here’s my reply to the email above

From: Enquiry@breeze.com.au [mailto:desiredfutures@netscape.net] 
Sent: Friday, 26 November 2010 12:31 PM
To: Enquiry Breeze
Subject: Re: Breeze Account Suspension Warning
 

R***** I'm sure we both see the Irony of you asking me to legitimise my id given you've seen to use my email address as a legitimate form of communication.  When time allows and I have access to the right computer, I'll attempt to pay you funds you seem so unwilling to enable me to do
Marcus
EastLink’s reply showed that they’d fallen into the ‘just keep saying the same stuff and hope they’ll go away’ model of Customer Service:

….We have not disclosed any details regarding an account with us to you, which I’m sure you’ll agree is part of your concern.
 
Again we re-iterate, if you wish for specific information to be provided to you regarding your Breeze account. Please respond confirming your identity with providing at least 4 of the following information points to progress your concern and protect your privacy:
 
· Your Breeze account number
· The postal address registered to your Breeze account
· The contact phone number registered to your Breeze account
· A licence plate number for a vehicle on your Breeze account
· The Personal Identification Number registered to your Breeze account
If you have any further enquiries please contact our 24 hour Customer Service Centre on 13LINK (13 54 65).
 
Kind regards
 
R*****
Finally on the 29th of November I received the following email:

Dear Marcus,
 
Further to our email correspondence last week regarding privacy and personal information, if you haven’t done so already please ensure you change the display name for your email address.
 
This is to ensure we do not receive any email which is intended for you.
 
If you have any further enquiries please contact our 24 hour Customer Service Centre on 13LINK (13 54 65).
 
Kind regards
 
R*****
 
Customer Administration Services
 
Breeze Customer Service
ConnectEast Group
I did laugh at the time.  Once I returned home I was able to log onto my normal office computer where all my passwords and account details are stored and top up my EastLinkaccount.

BUT and it is a BIG BUT, EastLink’s anonymous email request which falsely claimed I had received the so called suspension warning notice (as it turns out signed by someone called S Milward) advised me that as of the 23rd of November I owed EastLink the grand sum of $3.95.  The extremely odd thing is that in this same letter, it advises me that the payment I needed to make to top up the account was due on the 30th of November.
Suggested Solution for EastLink and others in a similar position

All of the above could have been solved and can be avoided in the future through a couple of simple steps:

1. If you haven’t sent the suspension notice warning, do NOT claim that you have.

2. If EastLink are to send anyone an email, then customer service and email security dictates that basic personal information should be provided – in this case the customers name and the customers account details.  Other data is available for online security like passwords, car details and so on.

3. When a customer wants to pay money to you, HELP them to do so.  Shred any internal process that puts customers into a loop of useless action.
4. If you provide people with time to take action, avoid threatening them with suspension BEFORE the period you have provided them to take action, has lapsed.

Bonus Customer Service thoughts for EastLink
EastLink also have an appalling (IMO) website that makes it very hard to buy a day pass or top up an account.  If someone goes into the breeze.com.au website they can click on a link that says ‘Buy a Trip Pass’.  If they click on that link, that takes them to another page that asks you to ‘Buy Here’ and if you click on that link you get taken to a page that asks you to click on ANOTHER link, this time with a PDF document which finally gets you to a point at which you can buy a trip pass.

Suggestion: It seems that EastLink is trying as hard as possible for people NOT to do business with them.  It should take ONE click for people to be taken to a page to buy a trip pass.

Additionally I’d hate to be someone with vision problems.  Their paper work uses micro print a multiple digits for account numbers and receipt numbers.  For instance my account number is 10000231****.  The receipt I got online was 00128004****.  

Suggestion: Think about your customers, their ages and their preferences regarding technology and make it easy for them to understand what is happening and what has happened.  Microprinting and multiple digits do not make for easy understanding.
Of course I’m always keen to hear of other’s experiences with customer service and what they’d done to try and resolve their challenges.  If you have examples of both good and not, I’d be happy to hear from you

Marcus Barber

